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I. PRINCIPLES AND THEORY OF RISK MANAGEMENT
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http://geology.about.com/od/seishazardmaps/ss/World-Seismic-Hazard-Maps.htm
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Tacoma Bridge (July 1 – Nov 7, 1940)
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What is risk?

The chance of something 
happening that will have an 

impact upon objectives
[AS/NZS 4360 (1999)]

The combination of the 
frequency (probability) of 

occurrence and the 
consequence of a specified 

hazardous event

[AS/NZS 3931 (1998)]
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Threat (or opportunity)

which could affect adversely 

(or favorably) achievement 

of the objectives of an 

investment (ICE et al. 2005)

Downside risk (-)

Upside risk (+)
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A condition in which 

there is a possibility of an 

adverse deviation from a 

desired outcome that is 

expected for 

(Vaughan 1997)
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Components of risk

– Bad (or good) event and its nature

– Likelihood (chance, probability) that an event will 
occur

– Consequences (impact) of that event

– Period of exposure to the event (and to its 
consequences if relevant)
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Assessment

“Hard” Data

Uncertainty

Non-Quantifiable

Subjective  Probability

Informed Opinion

Risk vs. Uncertainty
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(Source: http://www.analytix.co.za/Consulting/EnterpriseRiskManagement.aspx)
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HR Management

Quality Management

Value Management

Supply Chain Management

Environmental Management

Cost Management

Financial Management

Risk Management
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Stakeholder Multi-Management Processes for Projects

[Source: Edwards and Bowen (2005), Figure 6.1, p. 92]
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II. RISK MANAGEMENT CYCLE
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General Steps of Risk Management Process

1. Establish appropriate risk context

2. Identify project risks the stakeholder organization 
will face

3. Analyze (assess, evaluate) the identified risk

4. Develop response measures to those risks

5. Monitor and control the risks during the project

6. Allow post-project capture of risk knowledge
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Step 1: Establish Appropriate Risk Context

• To delineate the boundaries of the RMS

• Not too wide, not too narrow

• Begin with the organization’s objectives for 
the project

• Multiple objectives  each must be examined
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Hierarchy of project objectives:

Strategic Objectives

What is the client trying to achieve with 
this project?

Functional Objectives

What is the project required to do?

Procurement Objectives

Project cost, completion time, and quality?
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Also consider:

• Project environment

– Needs, budget, design, contract, etc.

• Project elements and sub-elements

– Break down the project by task, technology, 
resource, project organizational elements and 
sub-elements
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Step 2: Identify project risk

• To answer the question: 

What could threaten the achievement of this objective, the 
completion of this task, the application of this technology, 
the acquisition of this resource, or the performance of this 
organization?

What could happen to make this project decision a bad one?

• Should emphasize on the risk event, rather than the 
consequence (i.e., on cause rather than effect)
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Risk Factor

A

Risk Factor

B

Risk Factor

C

Risk

Event

Outcome 1

Outcome 2

Outcome 3

Likelihood of event occurring

Likelihood of event occurring

Likelihood of event occurring

Likelihood of outcome

(if event occurs)

Likelihood of outcome

(if event occurs)

Likelihood of outcome

(if event occurs)

Components of Risk

[Source: ICE et al. (2005), Figure 6, p.76]
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Risk identification approach and techniques:
– Brainstorming

– Workshop

– Checklist

– Risk source categorization

– Project environments and elements

– Cause-effect diagram

– Fault-tree analysis

– Etc.

Copyright 2016 Veerasak Likhitruangsilp



30
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1. Opportunity Identification                              No significant risk

2. Appraisal                                                        No significant risk

3. Investment Planning and Preparation

Promotion of concept

   loss of intellectual property (IP) rights l l

   claims for infringement of IP rights l l

Design

   non compliant design (failure to meet specified standards) l l l l l

   design based on inadequate site investigation data l l l l l

   professional negligence l l l l l l l

Contract negotiation

   failure to agree development framework with sponsor l l l l l l

   failure to resolve conflicts of interest within promoting consortium l l l l l l

   contractual terms and conditions worse than expected l l l

Project approval

   failure to obtain approval / consents l l l l

   long delay before approval granted l l l l

   unforeseen modifications to project l l l l l

   cost of obtaining approval higher than expected l l l l

   inclusion of contingent liabilities (e.g., environmental clean up) l l l

   introduction of regulatory controls (fares, competition policy) l l l l

5. Natural

Source of Risk

1. Political / Social 2. Business 4. Project

Example of Risk Checklist 

[Source: ICE (2005), Appendix 3, p. 94]
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Step 3: Analyze project risk

Two main steps:
– Assess:

• Likelihood of occurrence

• Consequence

– Combine likelihood of occurrence and consequence 
Risk severity

• Approaches:
– Qualitative – description 

– Quantitative – number / calculation 

– Semi
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Interval Descriptors for Likelihood 
[Source: Edwards and Bowen (2005), Table 7.1, p.118]

Level Interval Descriptor Details

1 Rare May only occur in exceptional circumstances

2 Unlikely Could occur in certain circumstances

3 Possible Might occur at some time

4 Likely Likely to occur in most circumstances

5 Almost certain Expected to occur in most circumstances
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Interval Descriptors for Impacts 
[Source: Edwards and Bowen (2005), Table 7.2, p.120]

Level Interval Descriptor Details

1 Insignificant Low financial loss

2 Minor Medium financial loss

3 Moderate High financial loss

4 Major Major financial loss

5 Catastrophic Huge financial loss
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https://www.newcastle.edu.au/current-staff/working-here/work-health-and-safety/managing-health-and-
safety-risks
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Risk ranking:

– Low

– Moderate

– High

– Extreme

• Need to define the definition of each clearly!!!
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Other risk analysis techniques:

– Expected Monetary Value (EMV)

– Expected Utility Value (EUV)

– Decision tree

– Monte Carlo simulation

– Etc.
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Step 4: Develop response measures

Possible risk response measures:

– Risk avoidance – walk away

– Risk reduction – mitigate risk, training

– Risk transfer – insurance 

– Risk retention – do nothing

– Risk absorbing and pooling

– Combination
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Risk Reduction and Elimination

• Most fruitful area for exploration

• To reduce or eliminate either the probability 
of occurrence of a particular risk event or the 
adverse consequences if it occurs (or both)
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Examples
– Acquire additional data/information about system
– Change design
– Use different materials or different method of assembly
– Use a better labor relations policy
– Train staff
– Improve site security
– Advance ordering of key components
– Good signing
– Liaison with local community
– Locate staff appropriately
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Risk Transfer

General principle of effective risk management 
strategy:

“Risks should be borne wherever possible 

by the party which is best able to manage 
(and thus mitigate) them.”
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Principal ways:

– Use contracts and agreements

– Pass to an insurance company, which in turn for a 
payment (premium) linked to the probability of 
occurrence and magnitude of hazard associated 
with the risk
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Insurance

– Straight insurance for expensive risks with a low 
probability (e.g., fire)

– Performance bonds, which ensure that the project will be 
completed if the contractor defaults

– Hedge contracts to avoid such risks as unanticipated losses 
in foreign exchange markets
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Risk Absorbing and Pooling

• Where risks cannot (or cannot economically) be eliminated, 
transferred, or avoided, they must be absorbed.

• Need sufficient margin in the project’s finances to cover the 
risk event if it occurs

• Risk can be reduced by pooling contractors (a consortium of 
contractors)

• Joint venture, partnership
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Strategic Risk Management 
[Source: Edwards and Bowen (2005), Table 8.1, p.135]

Level Interval Descriptor Details

1 Minimal Manage by exceptional flagging only

2 Low Manage by routine procedures

3 Moderate Specify management responsibility level and periodic attention

4 High Require frequent senior management attention

5 Extreme Immediate and/or continuous action required; 

highest level of organizational responsibility assigned
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Ways of responding to upside risks

• Increase the project’s scope

• Improve the asset’s design

• Maximize expected revenues

• Relax the perceived constraints
• Reduce expected capital costs and timescales
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• Reduce expected ongoing costs and operating 
failures

• Extend the project’s expected life

• Seek the best financial and tax structure

• Transfer upside risks to another party that is 
better able to manage them

• Take no action
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• Carry out research to find better ways of handling 
the upside risks 

 Often expensive and time consuming

• Focus on risks where

– Only minimum research effort is likely to be needed and 
there is a real possibility of positive results

– An improvement would make a major difference to the 
NPV of the project
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Developing a risk response strategy

Each risk response option should be evaluated 
by assessing
– Likely effect on risk, consequence, and expected 

value

– Feasibility and cost of implementing the option

– Overall impact of each option on cash flows
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• Often, the cost of a response has to be 
incurred long before the benefits are realized.

• Indeed, the benefits may never be certain 
because it is often impossible to say whether 
the risk event would have occurred if the 
measure had not been adopted.
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• Sometimes, risk responses generate their own 
secondary downside risks, which need to be 
taken into account.

• Two groups of risk
– Risks where there are apparently worthwhile 

response options

– Residual risks
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• The aim is to reach a state of risk efficiency, if 
practical, using a trial and error process

• Thus, risk response is essentially a practical subject 
but a complex one, where there is a need for a 
methodical approach, clear thinking, and 
imagination.
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Residual risks

• Those remaining after response measures are taken.

• Need to evaluate their overall impacts using the 
same techniques – Residual risk analysis

• + unexpected risks  contingency allowance
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Planning for Risk Control

Risk Response Plan

• To minimize the probability of and contain the 
impact of all the remaining downside risks, which 
cannot be economically or practically avoided, 
transferred, or prevented.

• To maximize the probability of occurrence of and the 
impact of all the remaining upside risks
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• Assign the responsibility for the residual risk to an 
appropriate “risk custodian”

• Devices
– Containment plan

– Opportunity plan

– Contingency plan

– Contingency budget

• Crisis committee
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Risk review report

• Outlining the results of the review
– Main risks

– Likely effects

– Overall riskiness

– Main lessons which have been learned

• Decide when the next risk review will take place and 
how it should be conducted
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• Communicate risk response strategy and plan

• Risk custodians and other parties involved in 
executing strategies and responses should be 
supplied with the appropriate extracts.

• Verify that they receive, understand, and are 
committed

• Encourage to comment and make suggestions
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Implementing risk strategy and plan

• Require a rigorous and comprehensive structure for 
implementing the results of risk review

– Residual risk analysis

– Risk response strategy

– Risk response plan

• As part of the mainstream management
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• Continue to be monitored and updated regularly as 
risk exposures change and risk events occur in 
between risk reviews

• There is full accountability with single responsibilities 
and accountabilities assigned to named individuals 
for each action

• There is effective follow up to verify that the plans 
and actions are implemented in a timely and 
satisfactory manner.
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Step 5: Monitor and control risk

• Important, but often neglected

• Issues:

– Which risks are to be monitored

– Assignment of responsibility

– Type and frequency of monitoring required

– Reporting methods

– Identification and treatment of new risks

– Remedial or recovery planning and processes
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Risk Severity & Management Responsibility Levels
[Source: Edwards and Bowen (2005), Table 8.2, p.138]

Top

Senior

Middle

Line

Operational

Management

Levels

Risk

Levels

Extreme

High

Moderate

Low

Minimal

High

Low

Copyright 2016 Veerasak Likhitruangsilp



III. RISK MANAGEMENT SYSTEM DEVELOPMENT
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Step 1: Establish Context 

of RMS 

Step 2: Identify Risk

Step 3: Analyze Risk

Step 4: Respond to Risk

Step 5: Implement RMS

Step 6: Terminate RMS

Steps of RMS Development

[Modified from ICE et al. (2005)]

Copyright 2016 Veerasak Likhitruangsilp



70

Step 1: Establish Context of RMS

(1) Plan, organize, and begin RMS

– Confirm perspective

– Appoint risk management manager and team

– Define investment

– Determine timing of risk management

– Decide level, scope, and purpose of RMS

– Establish budget for RMS
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(2)  Establish baseline

– Set objectives and key parameters of investment

– Create baseline plans

– Make underlying assumptions
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Step 2: Identify Risk

Sources of Risk

Natural Systems
 Climate / weather

 Geological

 Biological

 Extra-terrestrial

Human Systems
 Social

 Economic

 Political

 Financial

 Cultural

 Technical

 Health

 Managerial

 Legal
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Step 3: Analyze Risk

Choose appropriate analytical methods:

• Qualitative vs. Quantitative

• Static vs. Dynamic

• Simple vs. Sophisticated

• Etc.
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Description Scenario Probability Scale Value

Highly likely Very frequent occurrence > 0.85 16

Likely More than even chance 0.50 - 0.85 12

Fairly likely Quite often occurs 0.21 - 0.49 8

Unlikely Small likelihood but could well happen 0.01 - 0.20 4

Very unlikely Not expected to happen Less than 0.01 2

Extremely unlikely Just possible but very surprising Less than 0.01% 1

Risk Assessment Table - Likelihood 

Source: ICE et al. (2005), Appendix 4, p. 95

Copyright 2016 Veerasak Likhitruangsilp



78

Description Scenario Scale Value

Disastrous Business investment could not be sustained 1000

   (e.g., bankruptcy).

Severe Serious treat to business or investment 100

Substantial Reduce profit significantly 20

Marginal Small effect on profit 3

Negligible Trivial effect on profit 1

Source: ICE et al. (2005), Appendix 4, p. 95

Risk Assessment Table - Consequence
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Likelihood Disastrous Severe Substantial Marginal Negligible

(1000) (100) (20) (3) (1)

Highly likely (16) 16,000 1,600 320 48 16

Likely (12) 12,000 1,200 240 36 12

Fairly likely (8) 8,000 800 160 24 8

Unlikely (4) 4,000 400 80 12 4

Very unlikely (2) 2,000 200 40 6 2

Extremely unlikely (1) 1,000 100 20 3 1

Consequence

Risk Assessment Table - Degree of Risk

Source: ICE et al. (2005), Appendix 4, p. 96
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Step 4: Respond to Risk

(1)  Devise measures:
– Reduce (mitigate)
– Eliminate
– Transfer
– Insure
– Avoid
– Pool
– Etc.
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Risk Score Category Action Required

Over 1,000 Intolerable Must eliminate or transfer risk

101 - 1,000 Undesirable Attempt to avoid or transfer risk

21 - 100 Acceptable Retain and manage risk

Up to 20 Negligible Can be ignored

Possible Risk Response Actions

Source: ICE et al. (2005), Appendix 4, p. 96
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(2)  Define response strategy
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Contrasting “threat” and “opportunity” response options in project risk management

[Source: Edwards and Bowen (2005), Table 10.2, p. 180]

Risk “threat” 

response option

Description Risk “opportunity” 

response option

Description

Avoid Take another course 

of action that does 

not involve the risk

Exploit Aggressively seek to 

obtain the maximum 

benefit from the 

opportunity

Transfer Pass the risk on to 

another stakeholder

Share Pass on the risk 

opportunity to 

another project 

stakeholder, or come 

to co-operative 

sharing arrangement 

for any benefit

Reduce Mitigate one or 

more of the risk 

threat components 

and retain the 

residual risk

Enhance Improve one or 

more of the risk 

opportunity 

components before 

exploiting or sharing 

it.

Retain Retain the whole 

risk without further 

treatment

Ignore Do not take any 

action over the risk 

opportunity for this 

project.
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(3)  Assess and plan responses to residual risk
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Hidden Risk
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* Identify, analyze, and   

respond to individual risks

* Brainstorm and research

* Estimate grouped risks

* Establish contingency

* Brainstorm, use risk 

prompts (e.g., risk map, 

checklist, and case studies), 

and research

* Research

* Monitor new risk
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Risk Exposure

Know Do not know

Four Categories of Risks

[Source: ICE et al. (2005), Figure 13, p.84]

K/K Risk

DK/K Risk

K/DK Risk

DK/DK Risk

Copyright 2016 Veerasak Likhitruangsilp



94

K/K Risk
• Identify, evaluate, and respond to individual risks 

using RMS

DK/K Risk
• Conduct brainstorming sessions, 
• Use risk prompts (e.g., risk map, risk matrix, 

checklists, and case studies)
• Undertake research to suggest possible risks which 

are then put in the K/K category
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K/DK Risk

• If not possible or practicable to identify and 
evaluate individual risks, then either estimate 
grouped risks (e.g., may overall allowance for 
unspecified ‘design’ risk or ‘commercial’ risk) 
or allow for risks in a general contingency 
budget
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DK/DK Risk

• Undertake research to identify risks and 
monitor emerging risk,

– Put in category K/K if they can be evaluated 
individually

– Put in category K/DK if they are better treated as 
part of a risk group or a general contingency 
allowance
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Step 5: Implement RMP

(1)  Communicate risk response strategy and  
plan

– Very important but extremely challenging!

(2)  Implement risk response strategy and plan

– Integrate with main stream management

– Manage the agreed risk response initiatives

– Risk monitoring

– Report changes
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(3)  Control risks

– Ensure effective resourcing and implementation

– Monitor progress

– Continually review and categorize trends

– Identify and evaluate emerging risks and changes
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Performance Review Focus

[Source: Edwards and Bowen (2005), Table 9.3, p. 171]

Step Performance Focus Suggested Performance Criteria

Risk 

identification

Effectiveness of risk 

identification techniques 

and processes

What difficulties did staff experience in 
using techniques?

What logistical problems were 

encountered in the identification 
process?

How many foreseeable risks were 

missed and subsequently discovered 
later in the project?

How realistic were the subjective 
assessments?
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Risk analysis Effectiveness of risk analysis 
techniques and processes 

How accurate and reliable were any 
quantitative assessments? 

 
How effective were risk mitigation plans? 

Risk response Appropriateness and 

effectiveness of risk response 
decisions 

How effective was risk transfer action? 

 
What comparisons can be made between 

before/after treatment risk severity scores 
or cluster maps (for a sequential series of 

projects)? 
 

Has the contingency spend rate per project 
decreased? 
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Risk monitoring 
and control 

Effectiveness of risk 
monitoring and control 

procedures 

Do any procedures overlap with other 
management actions (e.g., value 

management, quality management, and 
safety management)? 

 
Entry rate for new entry material 

decreasing? 

Risk recording and 
archiving 

Adequacy and effectiveness 
of risk register 

Is the risk severity of new entry material 
increasing or decreasing? 

 
Has the risk register yielded information of 

added value for case studies, disaster 
recovery plans and rehearsals? 
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Step 6: Terminate RMP

(1)  Assess investment results

– Consider results of investment against original objectives

– Compare risk impacts with those anticipated

(2) Review RMS

– Assess effectiveness of process and its application

– Draw lessons for future investments

– Purpose improvements to process

– Communicate results
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Opportunity Identification

Appraisal

Investment Planning

Asset Creation

Operation

Closedown

Proposal

Decision (in principle)

Funding / Consents

Asset

Residual Value or Costs

Investment Life Cycle

[Source: ICE et al. (2005), Figure 2, p. 22]

Copyright 2016 Veerasak Likhitruangsilp



105

Opportunity Identification

Appraisal

Investment Planning

Asset Creation

Operation

Closedown

Investment Model

[Source: ICE et al. (2005), Figure 3, p. 25]

Invest Model

Cost Revenue

Study Cost

Study Cost

Planning Cost

Financing

Capital Cost

Operating Cost

Maintenance Cost

Decommissioning Cost

Revenue

Non-Revenue Benefits

Residual / Resale Cost
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Year Cash Flow

0 -1,000

1 300

2 400

3 400

4 400

Cash Flow for Most Likely Scenario
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Year Cash Flow Present Worth

0 -1,000 (1,000)             

1 300 283                  

2 400 356                  

3 400 336                  

4 400 317                  

NPV = 292                  

NPV Calculation (i = 0.06 or 6%)
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Scenario Type of Risk Risk Event Probability Expected

of Occurrence Impact

A Most likely None 0.55 None

B Upside System know-how

can be sold to 0.10 Revenue 200

other companies. more in year 1

C Downside Technological delay 0.15 System takes 

extra year and

cost increased by

300

D Downside System does not 0.10 Revenue reduced 

work well. by 100 each year

E Downside Technological delay 0.10 As in Scenarios

and system does not C and D

work well.
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Year Scenario

A B C D E

0 -1000 -1000 -1000 -1000 -1000

1 300 500 -300 200 -300

2 400 400 300 300 200

3 400 400 400 300 300

4 400 400 400 300 300

5 400 300

NPV 292         480       (64)        (55)        (391)      

Prob. 0.55 0.10 0.15 0.10 0.10

Expected NPV = 154       
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Thank you
for your kind attention.
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